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The EVD and PACLI versions that are packaged in the latest release of PAS Reporter are 12.2 in the MarketPlace. It will not work with Vault with version 12.6
or higher. You must update these 2 packaged components to match your Vault version.
 
For example, for v13.2 Vault here are the binaries you need to download and replace in PAS Reporter:
v13.2 EVD:    https://cyberark.my.site.com/mplace/s/#software-aK4Ht000000fxT4KAI-?file=aK2Ht000000CajxKAC
v13.2 PACLI: https://cyberark.my.site.com/mplace/s/#software-aK4Ht000000fxT4KAI-?file=aK2Ht000000XZEGKA4

https://cyberark-customers.force.com/mplace/s/#a352J000000pg09QAA-a392J000001h4PKQAY
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PAS Reporter v0.60 Release Notes 

 

A new section called “Reports” has been added. In this section, structured summary reports are 

available that contain numerous charts and KPIs about the environment. 

The reports can be exported to PDF, XLSX, DOCX, and HTML. Furthermore, reports can be 

automatically sent via email. 

Additionally, some reports can also be automatically obfuscated so that sensitive information is 

anonymized. 

 

An example summary report can be downloaded from the marketplace: 

https://cyberark-customers.force.com/mplace/s/#a352J000000pg09QAA-a392J000001h4PKQAY 

New Reports section with summary reports

https://cyberark-customers.force.com/mplace/s/#a352J000000pg09QAA-a392J000001h4PKQAY
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Email (SMTP) integration 

The reports from the new reports section can automatically be sent via email to desired recipients. 

In the new “Report settings” section of the tool, the SMTP settings can be configured. 

 

If SMTP authentication is required, the according credentials can be retrieved via AAM or PACLI. 

Email jobs can be defined and configured to be sent on specific weekdays. 
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New export capabilities 

The reports from the new “Reports” section can be automatically exported to PDF, XLSX, DOCX, and 

HTML.  

In the “Report settings” section of the tool, according report export jobs can be configured. 

 

Furthermore, the PAS Reporter data can now also be exported to CSV files automatically. 
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REST API integration 

This version comes with a REST API integration which allows to retrieve information that is 

(exclusively) available via REST API. 

The REST API integration can be configured in the new “REST API Settings” section of the tool. 

 

 

All authentication methods that are currently via REST API can be used. Furthermore, the 

authentication for some authentication methods (e. g. CyberArk & LDAPS) can be automated via 

automatic credentials retrieval through AAM or PACLI. 

 

The REST API integration allows to retrieve the following information: 

• Installed component versions (e. g. PVWA, CPM, PSM versions) 

• Additional policy information (e. g. whether or not a platform is active or inactive) 

• OPM policy rules information 
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New configuration management reports 

In the configuration management sections, new reports are available for installed versions, OPM 

command groups, and OPM policy rules. 
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New safe management reports 

In the safe management section new reports are available about safe retention settings. 

 

 

 

Furthermore, the safe IDs as well as the sharing options can now be seen in the “Safes View”. 
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New transaction management reports 

Various new reports have been added to the transaction management section. 

• Reports about determined component versions (via logon transactions) 

• Reports on failed transactions 

• Reports about search output records 

• Reports about average and maximum queue times 

 

 

 

 

Additionally, the data processing performance was optimized. The processing speed was observed 

to be up to 90% faster (depending on the amount and then contents of the processed trace files).   
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New reports and information in account, permission, and session management views 

In the accounts management section, the account IDs can now be seen in the “Accounts view”. 

Having the account IDs can particularly be helpful for using the information for REST API actions. 

 

Many charts in the permission management view were “re-build” so that the information is more 

clear and “readable”. 

 

In the session management section, the is now a “OPM Sessions View” which allows to analyze OPM 

sessions. Furthermore, a report for concurrent OPM sessions has been added. 
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Other new features 

In addition to the installed component versions determination via REST API, the Vault version is 

determined as well via the analysis of the Italog file. Retrieving the Italog can be configure int the 

“General Settings” section of the tool. 

 

It is now possible to “fine-tune” EVD exports via new settings in the “General Settings” section of the 

tool. 

 

Bugfixes 

Bug description Comment 

"Object cannot be cast from DBNull to other 
types". The error happens while sessions 
information is determined. 

The issue occurred when “incomplete” session 
recordings had null values for the recording 
end time. The issue should be fixed now 
(“incomplete” recordings are filtered). 

Some user types where not determined in the 
transaction analysis section even though the 
according regex was defined correctly. 

The issue should be fixed now. Some regex 
checks were missing. 

Some user types could not be determined in the 
transaction management section even though 
the traces were processed along with a non-EVD 
user list export. 

The issue should be fixed now. Some user type 
checks were missing. 

The SQL export is not finished because the tool 
is closing before the export is complete when 
using auto-mode. 
When using the GUI it works, and the export is 
complete. 

The issue should be fixed now. The tool will 
wait for the export task to complete before the 
application is closed in auto-mode. 

In some data the sorting for numeric values is 
not working properly (e. g. platform policies 
view) 

The issue should be fixed now. The cause was 
that some data was not stored using the 
correct data type (e. g. varchar instead of 
integer). 

 

 

If one of the bugs mentioned above still occurs in your environment or if you find a new 
bug, please report it in the CyberArk customer community: 
https://cyberark-customers.force.com 

 

https://cyberark-customers.force.com/
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PAS Reporter v0.50 Release Notes 

Vault transactions analysis 

In this version, the analysis of Vault transactions using Vault trace files has been introduced. The 

analysis of Vault transactions allows to get insights into to load on the Vault from individual 

components for instance. 
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New user reports 

New charts have been added that illustrate the authentication methods for EPV users and user audit 

retention settings. Furthermore, charts regarding groups information have been added as well. 

 

 

 

Performance enhancements 

The data processing has been enhanced in this version. Performance enhancements can particularly 

be noted when there is a large number of accounts information in the EVD data. 
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New session management reports 

New session analysis reports have been added that allow to see concurrent sessions per PSM server 

ID, Connection Component, and CyberArk user. 
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Pending accounts report 

This version allows reporting on pending accounts. The pending accounts report can be generated 

automatically via the tool’s PACLI integration. 

 The pending accounts information can be seen in the accounts management section of the tool. 

 

 

 




